
SECURITY CONSIDERATIONS FOR 
MOBILE EDGE COMPUTING

Rajeev Shorey (PhD)

Fellow INAE, Distinguished Scientist ACM

Distinguished Lecturer, IEEE Future Networks TC

CSE Department

Indian Institute of Technology, Delhi

India

LSU

16 November 2023 





3

IEEE Future Networks – FutureNetworks.ieee.org

I
E
E
E 
F
u
t
u
r
e 
N
e
t
w
o
r
k
s 
I
n
i
t
i
a
t
i
v
e

Enabling 5G and Beyond | FutureNetworks.ieee.org3

Research

Collaboration

Collaboration

Content

Events

Research &
Education

+ more!

+ eLearning, webinar series,
white papers, tutorials

+ technical newsletter, podcasts,
videos, articles

Join today!  bit.ly/fntc-join



IEEE Future Networks

Be connected to IEEE Future Networks 
to shape future network requirements

Get monthly updates on technical 
workshops, summits, webinars, 
podcasts, and call for proposals, 

papers, and volunteer opportunities  
Thousands are already members

Join today: bit.ly/fntc-join

4

Enabling 5G and Beyond | FutureNetworks.ieee.org



Agenda of the Tutorial

• Introduction & Motivation

• Mobile Edge Security (MEC)

• MEC Architecture

• Security issues in Emerging Edge Paradigms

• Federated Learning

• Reinforcement Learning

• Summary and Future Directions



The Buzz on Edge Computing



Edge Computing Spend

• Report by Market research firm IDC

• Edge computing spend is expected to surpass $300 
billion by 2026, with a compound annual growth rate 
of 15% during the three year period

• Edge computing spend to be $208 billion in 2023, a 
13.1% increase on 2022 spend !



The 5G Vision: Three Broad Use Cases

Ref: Leading the World to 5G, Qualcomm Technologies, Inc, 2016 

The three broad use cases include enhanced mobile broadband, 

mission-critical services and massive IoT 

The three broad use cases are characterized by different 

metrics and parameters   



The Edge Nodes Play a Key Role in Enabling 5G  



The 5G Architecture



Edge Computing: Key Advantages

Low Latency

Backend 
Traffic 

Reduction

Efficient Data 
Management

Rapid Access 
to Data 

Analytics

Network Load 
Reduction

Cloud Cost 
Reduction



AI / ML / Deep Learning 
at the Edge Nodes



Learning at the Resource Constrained Edge Nodes

Resource Constrained Environment

Security is critical when running ML / DL at the Edge



Design Space for Edge Intelligent Systems 



MEC ARCHITECTURE



Reference: “Security in IoT-Driven Mobile Edge Computing: New Paradigms, 

Challenges, and Opportunities”, S. Garg et al, IEEE Network, Sept/Oct 2021

Secure Three Layer MEC Architecture



CHALLENGES TO THE MEC PARADIGM

• Access control

• Heterogeneity of MEC systems

• Identity authentication

• Privacy preservation

• Secure data aggregation

• Mis-configurations

• Diversity of communication technologies

• Secure content distribution

• Resilience to attacks

• Lightweight protocol design

• Establishing trustworthy data sharing practices



CHALLENGES TO THE MEC PARADIGM

• The lack of comprehensive security mechanisms render 

the deployment of MEC a technically challenging 

problem 

• The security goals of MEC should be grounded on a 

combined objective of securing the data and ensuring 

the safety and resiliency of systems and processes

• Confidentiality

• Integrity

• Availability

• Safety

• Resiliency



Reference: “Security in IoT-Driven Mobile Edge Computing: New Paradigms, 

Challenges, and Opportunities”, S. Garg et al, IEEE Network, Sept/Oct 2021

Proposed SecEdge-Learn MEC Architecture



Reference: “Security in IoT-Driven Mobile Edge Computing: New Paradigms, 

Challenges, and Opportunities”, S. Garg et al, IEEE Network, Sept/Oct 2021

Sequence of Activities in SecEdge-Learn



EMERGING PARADIGMS AT THE EDGE

FEDERATED LEARNING

A PRIVACY PRESERVING PARADIGM



The Buzz on Federated Learning



Applications of Federated Learning

• Application in the Healthcare Industry

• Applications for FinTech

• Applications in Insurance Sector

• Applications in IoT

• Application in other Industries and Technologies



CLASSICAL MACHINE LEARNING VERSUS 
FEDERATED LEARNING

• Central machine learning
• move the data to the computation

• Federated (machine) learning
• move the computation to the data



Federated Learning
Distributed System with ML Model Exchange

Aggregation Algorithm

FL Key Objective: Privacy Preserving Paradigm !

EDGE NODES



Federated Learning & Network Parameters

Aggregation Algorithm

Network

Bandwidth

Data

Volume

Computation 

Power

Data Skewness

FL Performance is also a function of the System Parameters



Challenges of Federated Learning

Heterogeneity

Privacy

Communication 
Efficiency

Model SelectionSecurity

FL at the Edge

Lack of 
Standardization

FOCUS



Threats, Attacks and Defences 
in Federated Learning



Taxonomy of Attacks on Federated Learning 
Systems



Attack Vectors in Federated Learning



Attack Vectors in Federated Learning



Data Poisoning Attack in Federated Learning Systems



An Example of GANs-based Inference Attack 
in FL Systems



Federated Learning Systems: Challenges

Communications bottlenecks in FL systems

An example of free-riding attack in FL systems



An Overview of Defensive Mechanisms 
in FL Systems



Federated Learning Defensive Mechanisms



Maliciousness in Worker Nodes

■ How do we detect Maliciousness in Worker Nodes and incorporate the 

same in selection criteria?

■ Malicious Nodes Definition

– e.g.: Nodes with wrongly labelled data 

■ The extent of the malicious nodes could be varied 

■ The number of malicious nodes and the total number of nodes could be 

varied

■ We can also test in a dynamic setting where the nodes may be initially 

benign and may start turning malicious after some internal of time

■ Ignoring such nodes becomes quite important for the selection algorithm

Malicious Nodes (X)



Incorporating Maliciousness in Worker Nodes:
Swap the Labels



Data Poisoning Attacks



Gradient Poisoning Attacks



EMERGING PARADIGMS AT THE EDGE

REINFORCEMENT LEARNING

Work in Progress



Fundamentals

■ Supervised learning

– classification, regression

■ Unsupervised learning

– clustering

■ Reinforcement learning

– more general than supervised/unsupervised learning

– learn from interaction w/ environment to achieve a goal

environment

agent

actionreward

new state



Springer Nature 2021



The green car is an agent. the environment comprises the road, the 

trac signs, other cars, etc.

An Autonomous Driving Scenario



A Simple Example of a Security Attack in 

Reinforcement Learning in the Context of

Automatic Driving



Summary of Research Addressing Security in 

Reinforcement Learning



Key Findings of the Edge Security Report

• Edge deployments are increasing in scale across 
investments, projects, use cases, endpoints and 
types of endpoints

• Security is the top challenge cited by enterprises with 
edge deployments

• Risks to edge systems such as cyberattacks and from 
edge systems due to vulnerabilities and 
misconfigurations are on the rise

Reference: 

https://www.redhat.com/en/resources/state-of-edge-security-report-overview

https://www.redhat.com/en/resources/state-of-edge-security-report-overview


Summary and Future Directions

■ MEC Security is a critical area that needs a lot more 

attention considering the huge growth of the Edge

■ New paradigms at the Edge such as Federated 

Learning, Reinforcement Learning, etc are likely to 

spawn additional attack surfaces and attack vectors

■ Need robust mitigation of the attacks since Edge 

nodes will become more complex with each passing 

year



THANK YOU

rajeevshorey@gmail.com
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