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Talk Outline

i Security WG Focus

i Key5G Characteristics

i 5G Securityfaxonomy

i Security for 5G Enablers

i IndustryStandards Activities & Testbed
U Summary
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Security WGScope

The working group scope fundamentally addresses the following:

A Security must be must be taken into consideration
throughout 5G system layers

A 5G architecture and characteristics extends a unique set of
security challenges and opportunities that need to be
studied and evaluated

A Develops and adopts a systematic and structured approach
for threats identification and risk evaluation
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Security WCGActivities

Technical Professional

A Development of a systesievel security taxonomic
model

A Identification and development of an updated threat A
landscape and risk profiles for the EttdEnd systems

A Identification of risk scenarios and performing system
level risk assessments across the different A
domain/WGs

A Development of roadmap chapters identifying
opportunities,challenges, andaps

A Identification and development of potential security
standardization opportunities

A Engagement with relevant industries,
organization and standardization bodies
Development and dissemination of quality
publications, white papers and roadmap
chapters

Creation and facilitation of engagement
activities with scientific and professional
society: conferences, industry days,
workshops, webinars, podcasts, etc.
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3-5-10-yearVision

Domain Subdomain 1stEd. 2nd Ed. Future

Coverage Coverage Editions

Foundational

System Model (Taxonomy) d

Cybersecurity Frameworks (e.g., NIST)

Risk Management

Security and Privacipomains

Management and Optimization/orchestration security
Orchestration Security

Virtualization/softwarization security
SDN/NFV security

Network slicing

Edge Security
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Third Party Security Supply chain security

Open source/application programming interface (API) security

Device/Hardware Security
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3-5-10-year Vision (Contd.) i

Domain Subdomain IstEd. 2nd Ed. Future

Coverage Coverage editions
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Data Security and Privacy

Satellite Security

Radio Access Network Massive MIMO Security d
Security Physical Layer Security

O-RAN Security
Security Monitoring & Predictive / Proactive security 4
Analytics Digital forensics solutions
Application Security Use  Application Security Requirements d
case

Critical Infrastructure Systems

Emergency and first responder networks

Smart City (e.g. intelligent transportation)
IndustrialloTand SCADA

Al/ML Security d
Interoperability
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Evolution ofcellular access technologies
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~ 5G Phase 1
Enhanced Mobile Broadband (eMBB)
Gigabytesina second _L_
. 3D video, UHD screens
;;Workand play in the cloud

SmartHome/Building

Augmented reality

Indugtry automation

Mission critical application,

Volee e.g. e-health
Smart City SelfDriving Car
—|_ Future IMT
Massive Machine Ultra-reliable and Low
Type Comms Latency Comms
(mMTC) 5G Phase 2 (URLLC)
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Controler Network

.

UDSF DR 2

[ Data | Subs || Policy || Data ! Roaming
Q i\

5G and Beyond Characterlstlﬁ -
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5G & Beyond: Security Perspective

5G-enabled security
Opportunities

Cyber security risks to 5G

Risks to 5¢@nabled
applications and use
cases

Risks to 5G networks an
infrastructure

The progress of the 5G and beyond revolution may well be hindered if security issues are not tackled
early on while the systems are being designed, standardized and deployed.
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5G Endo-End System Model ‘
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